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step 1 'source only?' -> STANDARD (1-99) -> close to DESTINATION, out
"protocol/port?' -> EXTENDED (100-199) -> close to SOURCE, in
step 2 one line per rule, specific before general
step 3 permit ip any any (unless the requirement is 'block everything else')
step 4 interface + ip access-group <n> in]out
step 5 verify: show access-lists (counters) - show ip interface <if> (direction)
ports: ftp 21 - ssh 22 - telnet 23 . smtp 25 - dns 53 (udp) - dhcp 67/68 (udp) - http 80 -
pop3 110 - imap 143 - https 443
wildcard: /24 0.0.0.255 - /25 0.0.0.127 - /26 0.0.0.63 - /27 0.0.0.31 - /28 0.0.0.15 - /30
0.0.0.3 - host = 0.0.0.0
J1N) 4-1 (permit ip any any ) 3:9D1W TYNN .DMTYY NWNN
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mixnn DIP'n - 210 nwnT
-0.0.0.255 [access-1ist 10 deny 192.168.10.0| -'0NTI00 N 192.168.10.0/24 nwN
-[int g0/2]-[access-1ist 10 permit any| | [out],302In | ,192.168.30.0/24-2 D'NWY
[ip access-group 1@ out | [2RWN
-[any eq 23]0.0.0.255 10.1.20.0 [access-1ist 101 deny tcp]| 21N - 2NN :10.1.20.0/24 npHNnNNn
-[any eq 22](permit tcp 10.1.20.0 0.0.0.255] NPINNN IWONY [Telnet]DIONY
[permit ip any any| ANWNI
443 [any host 10.0.1.5 eq|[access-1list 182 permit tcp] 21N -2MIN 10.0.1.5 MY [HTTPS | PN
NTWY [ping/DNS| DA DOIN A — (V921N [deny ) | [out] NN DION NMWYY INWN 09100
...[deny tcp]-[eq 67]...[permit udp]-[eq 53]..[permit udp) | [in]-2MN | X9 [WEB],|>[DHCPJ-1[DNS]
[permit ip any any|-[eq 80] 2023) 192.168.20.0/24-n
(n3

N [deny]-N = [IWUNR [permit ip any any] DV [ACL].DION 21DN = 7292 )Y -2h In'w A
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MIXN + nH2a0 — 3

access-list 1 permit 10.0.0.0 0.255.255.255

ip nat inside source list 1 interface g@/0/0 overload
interface g0/0/1 -> ip nat inside

interface g0/0/0 -> ip nat outside

show ip nat translations : show ip nat statistics (Interfaces!)
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2WNNN HY (DNS -1 [INLN NN A'¥N [displaydns|/[ipconfig]| 11 2023
(ip address dhcp|— {WAN] [interface] N'POONN N2IND J2PN 2N 13 -72 2023
P [pool] - [helper] 32NN 120 MY [0ffer ]2 [Discover 6 2026
((AAA]) +[ TACACS | NITIPD DIYN + TN NI 72026
- PYNNN-NN N2IND = [default-router] [DHCP pool]-n[PCJ-2 W 14 2026

[trunk allowed vlan|

[show cdp neighbors detail|— [CDP] DY 119" 712023
{ip) /{ip} nyY DN | 2026 - N2 2023
17
(show ntp status]-{ip} 18l (0129'0)

2/5



nwa oMy ACL, NAT - apnyvn

MIND NDaIT

nHNWN

ANWN 9D NN DIONY,10.0.0.10 NWY [DNS - TWONI — 172.16.5.0/24 NpPHNDNN' :NWNAT
NN ,INPN,I2ND "ANK DIPN 929 910N TWONII, NWH

TVYX NN TVX |NNDN

[in],(MPINNN PYWNN) PN 2NP = 2NN - D'OID 1 TYN .1

-[host 10.0.0.10 eq 443][permit tcp 172.16.5.0 6.6.6.255):2 TYN .2

[deny ip 172.16.5.0 0.0.0.255] [host 10.0.0.10 eq 53]|(permit udp 172.16.5.0 ©.0.0.255|

[ host 10.0.0.10]

/NN DIPN 925 510N — [permit ip any any]:3 TYN .3

[.ip access-group 110 in]|— (NPYNNN JIN) [interface go/0/1]:4 TYN 4

./ NIN'NNND [HTTP] - X MW [ping]- v [nslookup]: v/ NWY [HTTPS | :NPINN2 [PC-N 5 TYN .5
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